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1. Let p be a prime and let g ∈ Z∗p be a generator. Suppose that there exists a polynomial-time
algorithm A that given p, g, gx mod p finds x for 1/1000 of the possible xs. Show how to use
A as a subroutine to construct a probabilistic polynomial time algorithm B that solves the
DLOG problem for all instances (i.e., for every x ∈ Z∗p) with probability 1/2. Analyze the
running time of B as a function of the running time of A and the length of p.

2. This question deals with weaknesses of the ElGamal signature scheme.

(a) Show that given a legal signature (R,S) on a message m, an adversary can compute
signatures for messages of the form m′ = (m+ bS)a mod p− 1, for an arbitrarily chosen
b ∈ Z∗p and a = gb mod p.

(b) Show that the ElGamal scheme is vulnerable to existential forgery Show that an adver-
sary can produce a combination of a message m and a legal signature on it (R,S), but
he cannot necessarily choose the value of m.
Hint: Choose R to be of the form R = gα+βx mod p− 1 for some α, β ∈ Z∗p , such that
gcd(β, p− 1) = 1 (in practice, α and β are chosen randomly).

(c) Show that if the same value r is used with two ElGamal signatures on two different
messages m1 and m2, then the private key XU can be computed. In other words, given
(m1, R, S1) and (m2, R, S2), where m1 6= m2, XU can be found.

(d) Show that if the signer chooses r of a signature randomly, and then increments it by
one to sign an additional message, then given these two ElGamal signatures (on two
different messages m1 and m2), the private key XU can be computed.

3. In this question we discuss variants of the Rabin method for signing. Let p, q be large prime
numbers and let the public key be n = pq. Given a message m ∈ Zn to sign, we find a square
root b of m, i.e., b such that b2 ≡ m mod n. In case such a square root does not exist, we
concatenate a random string r to m and find the square root of m||r.
Assume that the owner chooses 2 prime numbers p ≡ 3 mod 8 and q ≡ 7 mod 8, calculates
n = pq, and publishes n as his public key for signing.

(a) Show that for all m ∈ Zn exactly one of m,−m, 2m,−2m is a QR modulo n.
Hint: Show that -1 and 2 are QNRs modulo p, that -1 is a QNR modulo q and that 2 is
a QR modulo q.

In Rabins method for signing we calculate the square root of the message m. A problem
arises when m ∈ QNRn. The following solution is suggested: the signer identifies which of
the 4 values m,−m, 2m,−2m is a QR modulo n.

(b) Explain how.
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Denote this QR by `. The signer calculates the square root of ` modulo n.

(c) Explain how.

And sends one of the roots as a signature.

(d) How does the signature verification is performed?

(e) Explain why such a root is, in fact, a signature on 4 different messages. Which messages?

In order to ensure that signatures do not leak additional signatures on 3 different messages,
it was suggested to choose the message m from the interval (n8 ,

n
4 ).

(f) Show that if one chooses m from the above interval, then the message cannot be con-
sidered, mistakenly, as a signature on another message.

4. When Peggy wants to prove her identity to Vic, the following steps are repeated t times:

• Peggy chooses two large prime numbers p and q, and publishes n = pq and some x ∈
QNR(n). Peggy is going to prove that she knows the factorization of n by being able
to find efficiently whether some given z is in QR(n) or QNR(n).

(a) Vic chooses v ∈ Zn randomly and computes y ≡ v2 mod n, chooses a bit i ∈ {0, 1},
randomly, and sends z ≡ xiy mod n to Peggy.

(b) If z ∈ QR(n) then Peggy defines j = 0, otherwise, j = 1, and sends j back to Vic.

(c) Vic checks whether i = j.

• Vic accepts the proof if the check succeeded in all t times.

(a) Show how Oscar (a cheater) can use the protocol to receive information he can not
compute by himself.

(b) Here is a simulator to this protocol:

i. T is the transcript of the conversation, and in the beginning we initialize T = (x, n).

ii. Repeat t times:

A. Choose i, y, v and z like Vic.

B. Concatenate (z, i) to T .

Show that the output distribution of the simulator is equal to the distribution of a real
communication with Peggy.

(c) Is this a Zero-Knowledge Protocol?
If you answer yes, explain how is it that Oscar can use this protocol to gain information
that he cannot compute by himself. If you answer no, explain what is wrong with the
simulator, as it has the same distribution of outputs as in the protocol.

5. When planning a system of a nuclear missile launch we would like to make sure that a single
lunatic will not be able to launch a missile. We would prefer that two lunatics will not be
able to do so, as well. Hence, it was decided that only if 4 or more out of the 7 generals are
crazy enough, then a launch be permitted. To implement this policy, it was decided to use
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a (3, 5)-secret sharing scheme where the seven generals receive shares of the launch password
S. Four generals, Alice, Bob, Carol, and David are sitting inside the bunker when a launch
order is received directly from the prime-minister (who is the only single lunatic authorized
to order a launch). Three of the generals reveal their true shares, but the fourth, who is
interested in stopping the launch, reveals a false share. Therefore, when the four generals
reconstruct the secret they get a false secret S′.

(a) Prove that given the four shares an honest general cannot find which of the other three
is to blame for the failed launch.

(b) Show that the dishonest general can obtain the correct secret, and that he is the only
one of the four who gets any information on the secret.

(c) It turns out that the above launch order was an exercise designed to test the missile
launch system. After Alice, Bob, Carol, and David reconstructed a false secret, a military
police investigator (who has no knowledge about S) arrived to the base. Explain how
can the investigator identify the guilty general.
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