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– Web-based intelligent system 

– Information  security 

– Artificial intelligence  

– Science and technology policy  
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TWISC  
(TaiWan Information Security Center) 

• Officially established on April 1st, 2005 , funded by MOST  

Taiwan 

• Headquarters: TWISC@AS  

– Research Center for Information Technology Innovation (CITI), 

Academia Sinica, co-located at NTUST 

• Three affiliated regional centers  

– Northern  Taiwan: TWISC@NTUST 

– Central  Taiwan: TWISC@NCTU 

– Southern  Taiwan: TWISC@NCKU  

2014/7/7 

10 



Mission of TWISC 

• To advance R&D of technologies in information security 

• To strengthen the information security industry in security 

management and applications software development 

• To provide education and training, help build human 

resource capacity, and promote public awareness in 

information security  

• To attain international visibility by establishing a 

framework for national/international collaboration 
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2005.4  
TWISC initiated 

2006.5~2009.7  
iCAST 3 years 
project 

2009.8~ 
MOST Botnet Program  

2010.8~ 
MOST Information 
Security Technology 
Program 

2011.8~ 
MOST Cloud 
Computing 
Program  

TWISC Milestone 

TWISC@AS  

TWISC@NTUST 

TWISC@NCTU 

TWISC@NCKU 

CMU 

Berkeley 

TRUST 
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iCAST(The International Collaboration for 

Advancing Security Technology) 

• Project Structure 
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Objective of MOST Information Security/ 

BOTNET/Cloud Computing Program 

 Improve the research power and innovative application 

key technologies 

 Train creative talents required by related industry 

 Promote enterprise,  academic and research organizations 

to collaborate 

 Encourage cooperation of Taiwan academic and 

international top research organization for developing 

cloud computing and security technologies 
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Cloud Computing Research Topics 

 Cloud computing application security key technology 
– privacy protection 

– IaaS / PaaS / SaaS security 

– Distributed cloud CIA (Confidentiality, Cntegrity and  Availability) 
control 

– Multiple cloud security management and AAA (Authentication, 
Authorization and Accounting) control 

– Cross-layer security solutions 

 Cloud computing key technology 
– Cloud computing platform technology 

– Cloud computing service technology 

 

 Cloud computing innovative applications 
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Information Security Technology 

Research Topics 
 System and application security 

– Secure program development model, Web application protection, 
Program behavior tracing and controlling, Sandbox system, 
System anomaly modeling technique, Cryptography and 
cryptographic protocol design 

 Security test 
– Testing platform value add-on, Real time network attack data 

collection and evaluation, 0-day attack detection and prevention 

 Malware 
– Botnet detection and blocking, Malware detection and defense, 

Cross-site script attack detection and defense, Digital forensics 
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Information Security Technology 

Research Topics (cont.) 
 Mobile and terminal security 

− Authentication device protection, Micropayments and online trade 

security mechanism, Terminal device security 

 Privacy protection 

− Personal data usage control and mining protection, Business data 

filtering, Cloud computing, Sata and operation protection 

 Heterogeneous  platform software and hardware integration 

− Application of cross platform distributed computation on security 

detection, Application of multiple core processor, Graphic processor 

and embedded system on security detection 
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Botnet Research Topics 

 Academic and research cloud website vulnerability 

detection and personal information filtering technique 

development 

 Forward-looking information security R & D 

 Malware detection and prevention database 

 Security Operation Center (SOC) construction and 

management 

 Botnet Detection and Prevention analysis mechanism 

development 

 Multi-level information security architecture and research 

platform R & D 
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Program Performance 

 Outstanding project teams are recommended to demo their work  at 

2011/2012/2013 Taipei International Invention Show & Technomart 

 Exhibit time: 2011/9/29~10/2; 2012/9/20~9/23 ; 2013/9/26~9/29 

 Exhibit place: Taipei World Trade Exhibition Hall 
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Information Security Research in 

iSLAB(intelligent Systems Laboratory, 

NTUST) 



Roadmaps of Information Security 

Research in iSLAB 

Intrusion 

Detection 

Event 

Analysis 

Software 

Validation 

IRC Botnet Detection 

Fast-flux  DNS Detection 

False Alarm Reduction 

Multi-steps Detection 

Web attacks detection 

Botnet Detection 

Malicious Code Detection 

Mimicry Web Attacks  

Adaptive Detection Model  

Dynamic Software Testing 

Information-flow based Software Testing 

Adaptive Rule Detection  

Network 

Security 

Software 

Security 

Malicious Intension Detect 

Scenario Attacks Detection 
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The Bridge in Information Security Research 
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Machine Learning Core Technology  
(LLASA: A Library of Learning Algorithm for Information Security ) 

Detection Analysis Forensics 

Profiling attack 
behaviors 

Web application 
attack detection 

Attack graph for  
alert analysis 

Multi-view attack 
detection 

IDEAS 

Mal-page 
Interceptor 

Gestalt 

Intrusion Management 

Traffic Logging 
& Analysis 

Anomaly-based 

Packet Stream  
Inspection 

Software 
Security 

Malicious web 
script inspection 

Optimized PCRE 
matching with FPGA 

Hardware 
Enhancement 

Alarm 
Correlation 

HWAIDS 

Forensic Analysis 
System 

Cost Efficiency on 
HW/SW Co-Design 

Signature-based 

Rare category 
attack analysis 

False alarm 
reduction 

Cross-level attack behavior 
detection & analysis 

Scalable network 
forensics 

IDEAs(Intrusion Detection and Event Analysis 

System) 
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Enterprise Networks 

Internet Service Provider 

Security Operation Center 
Criminal Investigation Center 

Scalable Network Forensic 

Analysis System 
Intrusion Detection and 

Event Analysis system 

Gestalt 

Hardware-enhanced 

IDS 

Mal-page 

Interceptor 

Customized  

Web-app IDS 

Enterprise Servers 
Gateway 

Internet Backbone 

Malware attack 

profiling 
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IDEAs Scope 

Network Security Knowledge Base 

Network flow 

Packets 

Events and Alerts 

•Intention detection 
•Behaviors analysis 

•Multi-step attack graph 
•Attack pattern matching 

•Abnormally IDS 
•Multi-view IDS 

•Hardware speed up pattern matching 
with localized picked rules 

Meta level 

Low 

High 

•Alert aggregation 
•Event correlation 
•False alarm reduction 

Attack Pattern Database 
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What can IDEAs do for SOC? 
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What can IDEAs do for SOC? 

• Discover novel attack pattern 
– Information security station 

– False alarm reduction 

• Recognize rare relevant alarms from massive alarms 

– Analysis multi-step attacks 

• Generate Multi-step attack graph 

– ID: Effectively using abnormal IDS ( Bot detection …) 

– EA: Similar Malicious Intention Detection 

• Attack intention sampling module 

• Correlation rule generator 
– Enhance generic rule-based SIM platform (weak at detecting attacks) 

– Auditing suspicious packets or events for making correlation rule 

– Machine learning rule learner 
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Information Security Station 

• Conquer Zero-day attacks with security news collection 

• Real-time network traffic abnormally chart 

• Daily survey for easily and quickly controlling network statement 

• Risk & Threat estimation 
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Kernel Mechanism 

(False Alarm Reduction in IDEAS) 

• Challenges of false alarm in alert correlation 

– Enormous alarms generated quickly are hard to analysis by hand 

– Relevant severe alarms are covered in voluminous false alarms 

• Approaches & Niche 

– Recognize unknown patterns (detecting novel attacks) 

– Reducing the volumes of alarms 

– Incremental and Adaptive Learning 
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Activity Graph with Intention Analysis 

• Challenges of multi-step attacks 

– Hard to trace sophisticated multi-step attacks 

– Serious threat of attack can be relevant by combining several minor 

alerts with correlation 

– Monitored real world attack scenarios have a lot of noise (false 

alarms) 

• Approaches 

– Borrow footprint concept to construct scenarios 

• SVM and NN classifiers to construct scenario 

– Refine scenario by noise elimination 

• Behavior profiling to reduce noise 

– Detecting malicious attack scenarios 

• Intention cluster to find out novel scenarios 
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Similar Behavior and Intention Search 
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Detect Mutated Bot (Partial Match) 
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INTRUSION DETECTION IN 

NETWORK 

IRC Botnet C&C Detection 

Web-Application Attacks Detection 
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IRC Botnet C&C DetectionUS8,307,459B2; I405434 

Bot behavior 

Normal 
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XSS attack generationUS8,505,080B2 
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Obfuscated Malicious JavaScript 

Detection by Causal Relations Finding  



Obfuscated benign code Obfuscated malicious code 

 

Obfuscated codes examples 
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iSLab MOST Projects 



iSLab Cloud Security Project (2010-2012) 

• Research Issues 

– Fast-Flux Detection based on Geographic Contents 

– Suspicious URL Filter using Tokenization 

– Malware Behaviors Monitor (Sandbox) 

– Malware Behavior Profiling via Event Channel based Virtual 

Machine Monitoring 
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Fast-flux DNS Service DetectionUS8,341,742B2 
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High Level Web Threat Processing Flow 

Content 

Distribution 

Network  

Content-based 

URL Process 

System 

URL  

prioritization 

Solution 

 Cache 
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Evaluation Criteria  

(Requirement of T. Co.) 

 No page content need for prioritization 

 No dependence on 3rd party solution 

 Effectiveness 

− Filter Rate < 25%  

• = FilteredURLs/TotalURLs 

− Malicious Coverage > 75% 

• = FilteredMaliciousURLs/TotalMaliciousURLs 

 Performance – Filtering 

− > 2000 URLs per second for 1 dual-core VM with 4GB memory. 

 Performance – Training (If use machine learning) 

− Depends on its real-time or non-real-time training, and learning model of 

the solution. 

− The training time of this solution must be applicable for real product. 

− For example, if the solution uses real-time training, 4 hours training could 

only consume 3 hours data. This solution is not applicable. 
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iSLab APT Project (2012-2014) 
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iSLab APT Project (2012~) 

• Research Goal: Multiple Technologies for Integrated System 

Protection 

– Classical Attacks Prevention 

– Automatic Penetration Test 

– Suspicious Activity Detection by Machine and Data Mining 

– Organization Information Discovering on Social Network 

– Event Integration by Series Analysis and Graph Technology 

– Conceptual & Semantic Inference for Event Analysis  

– Big data Analysis and Visualization 
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Related Security Patents at iSLab 

• Inventor： Hahn-Ming Lee ，Ching-Hao Mao， Yi-Hsun Wang ， Zuhan Chen

，Yu-jie Chen， Jerome Yeh 

Patent Title ：BOTNET EARLY DETECTION USING HYBRID HIDDEN 

MARKOV MODEL ALGORITHM.  

Patent Number： US8,307,459B2 

Patent Term：2012/11/06 ~ 2031/01/03 

Brief：Using Hidden Markov Model to screen IRC network flow for early botnet 

detection 

 

• Inventor ： Hahn-Ming Lee， Jerome Yeh ，Si-Yu Huang，Ching-Hao Mao 

Patent Title ：NETWORK ATTACK DETECTION DEVICES AND 

METHODS   

Patent Number ： US8,341,742B2  

Patent Term ：2012/12/25~2031/05/17 

Brief ：Detecting botnet attack according to computer geographical location and 

network framework 

inventor  

2014/7/7 

45 



iSLab Security Related Patents 

• Inventor ：Hahn-Ming Lee，Ching-Hao Mao，Kuo-Ping Wu， Yi-Hsun Wang 

， Jerome Yeh 

Patent Title ：METHOD FOR GENERATING CROSS-SITE SCRIPTING 

ATTACK   

Patent Number ：US8,505,080B2 

Patent Term ：2013/08/06~2031/11/17  

Brief ： Using Hidden Markov Model to construct XSS attack model and generate 

new attacks 
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THANK YOU! 
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