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Those who would give up essential Liberty, to purchase a little temporary Safety,

deserve neither Liberty nor Safety.

Benjamin Franklin.
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Bathtub falls and police officers kill more Americans than terrorism, yet we've

been asked to sacrifice our most sacred rights for fear of falling victim to it.

Edward Snowden.
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FEDERAL APPROPRIATIONS AND OBLIGATIONS

Iragq {DOD and Stata)

Afghanistan (DOD and State)

Pakistan (DOD and State) War Related Aid and Reimbursement
Operation Moble Eagle

War Related Increases to Pentagon Base!

War Related Veterans Care and Disability?

Estimated Homeland Security War Related Increase
Interast Payments for Direct War®

TOTAL SPENT FY2001-F¥Y2014

Estimate of Obligations Incurred for Veterans Care, NPV 2015-2053°
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SECURE 1000

HARDWARE
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FIREARMS

» Subject is carrying
a .380 ACP pistol
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Restricted
Locked office | Open office | Restricted location | Public location | No details | Total location
{bu.rgla.ry} 3% Nodetails
2%
Stolen laptops 18 11 2 27 1 59
Cut Kensington locks 1 5 0 1 0 7
Other physical damage 16 0 0 0 0 16

Figure 1. Information from the logs. The logs from both universities are merged to anonymize the data.

§9-2008 12:57:31 B8-2008 13:17:49

- : e =, & 5 2 Figure 4. In nine of the tests the custodians willingly gave the laptop,
Figure 3. During three of the laptop thefts the students produced a fake e-mail giving them permission to take a laptop and went to the janitor. either believing that the teams were from the help desk or that they

When the third team approached the janitor, he just gave them the keys and let the students go alone in the office. were sent by the coordinator.
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Injustice anywhere is a threat to justice everywhere.

Martin Luther King, Jr..
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http://www.youtube.com/watch?v=xyQIluTfyO7g



http://www.youtube.com/watch?v=xyQluTfyO7g
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http://www.youtube.com/watch?v=l]TmnQOy8FBO



http://www.youtube.com/watch?v=ljTmnOy8FB0
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Caller id

George Costanza

Pasta perfecto help
line

George Costanza

Frank Costanza
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Duration 120
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Callerid

Cosmo Kramer

proctology specialists
office

Estelle Costanza
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* Total Information Awareness (TIA)-information collected :

« credit card purchases, magazine subscriptions, web browsing histories, academic grades, bank deposits, passport applications,

driver's licenses, toll records, judicial records, divorce records, etc.

» Health information collected by TIA include drug prescriptions ,medical records, and individual DNA.

* Multistate Anti-Terrorism Information Exchange Program(MATRIX)

e Prism

e Muscular




PRISM

TOP SECRET/SI/ORCON/NOFQRN -« . ~ = e
TO1 CRE'T YRC N & .. Hotmail GO« ’Sle < Vv P2 talk™ . YoulliR
- L » . i - 2
il Y AREFIOOY " AOL &> mail &

What Will You Rececive in Collection
(Survcecillance and Stored Comms)?
It varies by provider. In general:

Current Providers

= E-mail
= Chat — video, voice

= Microsoft (Hotmail, etc.)

- Google Videos

s NAhoo! Photos
Stored data

= Faccbook VolP

- PalTalk File transfers

= YouTube Video Conferencing

= Skype = Notifications of target activity — logins, etc.
- AOL = Online Social Networking details

- Apple - Special Requests

Complete list and details on PRISM web page:
Go PRISMFEFAA TOP SECRET/SILVORCON/NOFORN
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-, o TOP SECRET/COMINT//REL-USA ,GBF

¥ Operational July 2009

(S//REL USA.GBR) Large international access located in

United Kingdom

Four TURMOIL T16s at 2.5Gb each - total ingest 10Gb
L.PTs installed May 2010 increase ingest to 20GDb
Tasking worked cooperatively with GCHQ counterparts
Partner to assume total control/responsibility for systems

IP Subnet promotion in place, VolIP in the works

22
TOP SECRET//COMINT//REL-USA . GBEBR
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TOP SECRET/SIUV/NOFORN

Current Efforts - Google

pu’but < INTeTET. G—OO(;LE CrLous .

TOP SECRET/SIUV/NOFORN
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Hans Buhler(1992) -

Netscape -
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Freedom is never more than one generation away from extinction. We didn't pass it

to our children in the bloodstream. It must be fought for, protected, and handed on

for them to do the same.

Ronald Reagan.
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https://www.youtube.com/watch?v=0782P6m5cX0
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https://www.youtube.com/watch?v=0782P6m5cX0
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Googlie Search I'm Feclhing Lucky

Tell Congress. Please dont censor the web!
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Terror and freedom

https://www.youtube.com/watch?v=GnZnbk 2wS|

https://www.youtube.com/watch?v=aS1HKfbXLp4

https://www.youtube.com/watch?v=KAev9ZS5kas



https://www.youtube.com/watch?v=GnZnbk_2wSI
https://www.youtube.com/watch?v=aS1HKfbXLp4
https://www.youtube.com/watch?v=KAev9ZS5kas

wiretapping

http://www.youtube.com/watch?v=xyQluTfyO7qg

http://www.youtube.com/watch?v=03wfZhM9ibl

http://www.youtube.com/watch?v=NDYE HRrSt4

http://www.youtube.com/watch?v=l]TmnOy8FBO

www.youtube.com/watch?v=ZmQYcq1VWxw



http://www.youtube.com/watch?v=xyQluTfyO7g
http://www.youtube.com/watch?v=o3wfZhM9ibI
http://www.youtube.com/watch?v=NDYE_HRrSt4
http://www.youtube.com/watch?v=ljTmnOy8FB0
http://www.youtube.com/watch?v=ZmQYcq1VWxw

NSA and data mining

http://www.youtube.com/watch?v=2y-mpO0JB U

http://www.youtube.com/watch?v=pjYoT3sZIWA

http://www.youtube.com/watch?v=ntT3CUhV9eA

http://www.youtube.com/watch?v=0JR7tBTuH8I

http://www.youtube.com/watch?v=m3ZDMCUz2Xs



http://www.youtube.com/watch?v=2y-mpO0JB_U
http://www.youtube.com/watch?v=pjYoT3sZIWA
http://www.youtube.com/watch?v=ntT3CUhV9eA
http://www.youtube.com/watch?v=0JR7tBTuH8I
http://www.youtube.com/watch?v=m3ZDMCUz2Xs
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http://www.youtube.com/watch?v=Pp1MAMkla6A

http://www.youtube.com/watch?v=xjOxNiHUsZw

http://www.youtube.com/watch?v=9s0gCXsvpw

http://www.youtube.com/watch?v=0782P6m5cX0



http://www.youtube.com/watch?v=xjOxNiHUsZw
http://www.youtube.com/watch?v=xjOxNiHUsZw
http://www.youtube.com/watch?v=9sogCXsvp9w
http://www.youtube.com/watch?v=0782P6m5cX0
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http://www.uscourts.gov/uscourts/Statistics/WiretapReports/2006/2006 WT.pdf
http://www.uscourts.gov/uscourts/Statistics/WiretapReports/2007/Table22007.pdf
http://www.uscourts.gov/uscourts/Statistics/WiretapReports/2008/Table2.pdf
http://en.wikipedia.org/
http://www.uscourts.gov/uscourts/Statistics/WiretapReports/2013/Table2.pdf
http://www.cl.cam.ac.uk/~rja14/Papers/SEv2-c24.pdf

http://www.the7eye.org.il/topic/%D7%A4%D7%A8%D7%A9%D7%AA-
%D7%A0%D7%9E%D7%A8%D7%95%D7%93%D7%99-%D7%92%D7%99%D7%9C%D7%99%D7%95%D7%9F-
%D7%9E%D7%99%D7%95%D7%97%D7%93/

http://cryptome.org/2014/
http://mlk-kpp01.stanford.edu/index.php/encyclopedia/encyclopedia/enc_federal_bureau_of_investigation_fbi/
http://doc.utwente.nl/69903/1/Stolen_laptop_case_study.pdf
https://www.usenix.org/sites/default/files/conference/protected-files/sec14_slides_mowery.pdf

If you want total security, go to prison. There you're fed, clothed, given medical care and so on. The only
thing lacking... is freedom. Dwight D. Eisenhower



