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What ARP poisoning (spoofmg) means ?

192.168.1.1

: 00-10-a%-29-b0-8%

Switch or Wi-Fi
access point

PC that we wan

ARP t@k)le

Interface: 192.1¢8.1.2

Internet Address

“How to spy a PC with Arp Poisoning”
youtube - by softgenes -
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(IANA - Internet Assigned Numbers Authority)



http://www.cisco.com/c/en/us/supp
ort/docs/ip/border-gateway-
protocol-bgp/26634-bgp-toc.html
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3-way handshake
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http://he.wikipedia.org/wiki/%D7%94%D7%A6
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PN SYN nadn
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pcgl;a'p J'\cg?é’\') :

— SYN J\NC]\/ °

A — B: SYN; my number is X

B — A: ACK; now X+1 /
SYN; my number is Y "

A — B: ACK: now Y+1
(start talking)

Ross Andresson's book
“Security Engineering’
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SSL - Secure Sockets Layer
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Bleed

Heart Beat




HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STILL THERE?
IF 50, REPLY "POTRTO" (6 LETTERS).

)

}

http://www.digitaltrends.com/conllputing




ser Meg wants these 500 letters: HAT. oo
propests the "missed conrections” page. Be
its to set server's [mster
Isabol wonts pocges abo
. Userx
IR

http://www.digitaltrends.com/computing
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The bug

The fix starts here, in ssi/dl both.c:

int
dtlsl process heartbeat (SSL *s)
{
unsigned char *p = &s->»s3->rrec.datal[0], *pl;
unsigned short hbtype;
unsigned int payload;
unsigned int padding = 16; /* Use minimum padding */

So, first we get a pointer to the data within an SSLv3 record. That looks like

———

http://blog.existentialize.com/diagnosis-of-the-openssl-
heartbleed-bug.html




typedef struct ss13 record st

{
int type; /* type of record */
unsigned int length; /* How many bytes available *
unsigned int off; /* read/write offset into 'bu
unsigned char *data; /* pointer to the record data
unsigned char *input; /* where the decode bytes are
unsigned char *comp; /* only used with decompressi
unsigned long epoch; /* epoch number, needed by DT
unsigned char seg num[8]; /% sequence number, needed

} SSL3 ERECORD;

< [ ————.

Records have a type, a length, and data. Back to dtls] process heartbeat:

/* Read type and payload length first */
hbtype = *p++;

nZs (p, payvload):;

pl = p;

The first byte of the SSLv3 record is the heartbeat type. The macro n2s takes
two bytes from p, and puts them in payload. This is actually the length of the
payload. Note that the actual length in the SSLv3 record is not checked. ’

The variable p/ is then the resulting heartbeat data, supplied by the requester.

http://blog.existentialize.com/diagnosis-of-the-openssl-
heartbleed-bug.html



Later in the function, it does this:

unsigned char *buffer, *bp;
int r;

/* Rllocate memory for the response, size is 1 byte
* message type, plus 2 bytes payload length, plus
* payload, plus padding
*/

buffer = OPENSSL malloc(l + 2 + payload + padding):

bp = buffer;

So we're allocating as much memory as the requester asked for: up to
65535+1+2+16, to be precise. The variable bp 1s going to be the pointer used

for accessing this memory. Then:

/* Enter response type, length and copy pavload */
*bp++ = TLS1 HB RESPONSE;

s52n (payload, bp):

memcpy (bp, pl, pavload):;

The macro s2#n does the inverse of nZs: it takes a 16-bit value and puts it into ’
two bytes. So it puts the same payload length requested.

Then it copies pavioad bytes from pl, the user supplied data, to the newly
allocated bp array. After this, it sends this all back to the user.

http://blog.existentialize.com/diagnosis-of-the-
openssl-heartbleed-bug.html



The fix

The most important part of the fix was this:

/* Read type and paylcad length first */
if (1 + 2 + 16 » s—>»s53->rrec.length)
return 0; /* silently discard */
hbtype = *pt++;
nZs (p, pavload);
if (1 + 2 + payload + 16 > s-»s3->rrec.length)
return 0; /* silently discard per RFC 6520 sec. 4 */

pl = p;

This does two things: the first check stops zero-length heartbeats. The second
check checks to make sure that the actual record length is sufficiently long.
That's 1t.

R

http://blog.existentialize.com/diagnosis-of-the-openssl-
heartbleed-bug.html
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Intrusion Detection=Types

Misuse Detection Systems
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Anomaly Detection Systems
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http://he.wikipedia.org/wiki/Secure_Shell
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