7 N
P of 4

Presented by:



- Most of nowadays attacks target
people rather than machines




b Is not




Since long ago, armies would get the info from one
of the enemy soldiers directly.

Understanding the way the mind works helped




Definition — Impersonating as someone with
an authority to claim information




2007- Scammers called customers pretending
to be from the visa company, and asked
for the card details in order to “cancel it”

2007- 62 out of 102 IRS employees who were told to
change their password to a given value, did so




How 1o deal with it—
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e.g. No discusszoﬁon with friends

It they know, they will understand the rules
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Definition: Phishing is the act of attempting to
geT SenSiTive rYour payment didn't succeed, so your ads have been suspended. - Message (HTML) E@ﬂ?:
information, by ¥ T e TRy
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Dear AdWords Customer,

The ads in this account are not running. All other account activity has been stopped.
Any edits you make here will take effect only ff you reactivate the account
If you would kike to reactivate vour account, please sign in

to your account at http:/adwords google com/selectlogmn, -

and update your billing information. blocked: :http: /fwww.adwords.google. com. gm 134.cn/selg




- Early phishing attacks focused on banks

starting at poorly built fake websites and
going as far as setting a fake physical bank branch !l




Common attacks: fake emails sent from seemingly
twork phishing



Is the study of the mind. Even though it is
studied for centuries, very little is known.

This can be taken advantage of in the hands of the




People think and store data in context. This fact
can be manipulated to frick them.

- Lapses at level of skill

- Action taken by following wrong rules

Ing there is @




Lapses at level of skill:

0 | [ localhost1705/Sessionlnj( %
End User License Agreement (EULA)

Flight Sim Developers (FSD) EULA Agreement
FSD add-on software for Microsoft Flight Simulator.

IMPORTANT-READ CAREFULLY: BY INSTALLING THIS SOFTWARE YOU ARE
AGREEING TO THE TERMS SPECIFIED BELOW!

This FSD End-User License Agreement ["EULA") is a legal agreement
between you [either an individual or a single entity) and FSD,

for the software product identified above. "SOFTWARE PRODUCT" is
hereby identified as, and includes, any or all computer software,
associated media, printed materials, and "online" or electronic
documentation associated with it. By installing, copying, or

otherwise using the SOFTWARE PRODUCT, you agree to be bound by
the terms of this EULA. If you do not agree to the terms of this

EULA, do not install or use the SOFTWARE PRODUCT.

SOFTWARE PRODUCT LICENSE

The SOFTWARE PRODUCT is protected by copyright laws and
international copyright treaties, as well as other intellectual

property laws and treaties. The SOFTWARE PRODUCT is licensed, not

If you agree to the above terms press "l Accept". Otherwise press "Cancel” to cancel

installation.
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Action taken by following wronq rules:
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Coagnitive failures:

C|lw Typeto search » | O~ &~

For quick access, place your bookmarks here in the ... (] Other bookmarks

You've gone incognito. Pages you view in this window won't appear in your
browser history or search history, and they won't leave other traces, like
cookies, on your computer after you close the incognito window. Any files you
download or bookmarks you create will be preserved, however.

Going incognito doesn't affect the behavior of other people, servers, or
software. Be wary of:

+ Websites that collect or share information about you
+ Internet service providers or employers that track the pages you visit
+ Malicious software that tracks your keystrokes in exchange for free smileys

People standing behind you

Learn more about incognito browsing.




Studies have shown that people tend to over frust in
certain situations- a breach used by phishermen.

People are bad at evaluating risks
Ne often try to rely on iliar situations




Safety when in
The fear of uncertaint

Risk aversion- Settling for a 'good enough’ opftion



, a study showed that people were willing to
conform no matter how ridiculous the situation was.

ent showed that the role one
their behavior.

an exper
plays in society can al




Even though the brain has it's faults, it is still a superior
machine to the computer.

All of the above means that it is
possible 1o create tests 1o tell
humans apart from computers.




Problem: successfully idenftifying users.
Solution: A mechanism for authenticating identities .

Something you know (passwords)

Something you have (keys, credit cards, etc.)




Passwords are absolutely not fit for humans... But
they are the cheapest option.

Best use would include a
password and a physical
or biometric identifier.




1. Will the user get the password righte
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2. Will the user remMeir password?
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d in any way<¢

Scams, or just chatter




Creating a password

cabbage

Sorry, the password must be more than 8
characters.

boiled cabbage

Sorry, the password must contain 1 numerical
character.

1 boiled cabbage

Sorry, the password cannot have blank spaces.
S50fuckingboiledcabbages

Sorry, the password must contain at least one upper
case character.

S0FUCKINGDboiledcabbages

Sorry, the password cannot use more than one
upper case character consecutively.
50FuckingBoiledCabbagesShovedUpY ourArse, IfYouDo

Sorry, the password cannot contain punctuation.
NowlAmGettingReallyPissedOffS50FuckingBoiledCabbag
esShovedUpYourArselfYou

Sorry, that password is already in use!




This is more
AN eqasy pass
Bad choices:
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ritical than it may seem
rd is as good as no password




A few points to clarity:

Account Security Question:
Your Answer:

Re-Type Your Answer:

SnapchatDB!
Bringing 4.6 million users® information to your fingertips... | i
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“Trusted path” means that you can be sure you are
logging to a genuine terminal.
Known assaults:

Skimmer: an apparatus that fits on
machine, and reads all the input.

Fake terminals




Password nglering

Idea: The browser hashes passwords per domain
Flaw: multiple domain sites, logging from new device

Client Certs
Idea: An electronic signature identifies the user
' ulnerable to
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Password cache

Idea: The browser inserts passwords only into the right
website, stores th on memory

Flaw: multiple domain sites, malware

Educating users
Idea: feaching the users the latest ways of protecting
the

oes not work
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Two factor authenticating
Idea: Using ‘what you have & what you know’
Flaw: Unaffordable for small institutions, MITM attacks

Two channel authentic

Idea: Relying on two separate forms of
communication to pass info

Flaw: ough web, makes




MITM attacks will take on more volume
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Phishermen get better so telling phish from a genuine
ail will get harder and harder

Social networks in the hands of phist
stfrong tool
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Questions a designer should attend:

IMit password guesses?

Is the system vulnerable to eavesdroppings




Issue regarding keeping your accounts
safe Is what to do with passwordse

Note: password cracking is still a real probability,
even if you hash them.




Passwor
IN a system

ace- adll possibilities of passwords allowed

Bothets can be used to exhaust your space more
' Inst them®e
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This is the best thod for stopping software from
flooding your syste

Commonly implemented as textual identificatior




Known problem with captcha

R which they

got from porn si’re\
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ol arms race
the best option

ard enough

elsewhere




Maybe we should combine CAPTCHAS with
passwords and existing methods, o create better
protection?




