
COPYRIGHT LABELING OF PRINTED IMAGESHagit Z. Hel-OrDept. of Computer ScienceHaifa UniversityHaifa 31905, ISRAELhagit@cs.haifa.ac.ilABSTRACTDigital Watermarking is a labeling technique for digi-tal images which embeds a code into the digital dataso the data is marked. Watermarking techniques pre-viously developed deal with on-line digital data andhave been developed to withstand digital attacks suchas image processing, compression and geometric trans-formations. In this paper we deal with printed imagesrather than on-line data. An important issue is to in-tercept and prevent forgery in printed material suchas currency notes and bank checks and to track andvalidate sensitive and secret printed material. Water-marking in such printed material can also be used forembedding additional informatice information (source,date, type of transaction etc). In this work we pro-pose a method of embedding watermarks in printedimages by inherently, exploting the printing process.The method is visually unobtrusive to the printed im-age, the watermark is easily extracted and is robustunder reconstruction errors. The decoding algorithmis automatic given the watermarked image.1. INTRODUCTIONA method is proposed to embed a watermark in printedimages by exploiting the printing process itself. In gen-eral, printing of color or gray scale images with a �nitenumber of inks is performed by distributing ink dots invarious densities and patterns throughout the print. Acorrect pattern of ink dots reproduces the original col-ors of the image. There are many possible ink patternsthat produce printed images that appear similar to thehuman eye. This characteristic is exploited to embed awatermark in printed images. In the proposed method,the embedded code locally varies the pattern of ink dotssuch that correct distribution is still maintained. Thevariation in ink pattern is tightly constrained to allowhigh probability of correct decoding of the watermark,and to reduce visibility of texture artifacts that mayarise.

2. WATERMARKS IN DITHERED IMAGESVery little work has been presented on watermarkingof printed images. Concurrent with this work, a similarapproach to embedding watermarks in dithered imagesis described in [1]. In [2, 3] a method is proposed forembedding a watermark in a dithered image which isthe typical representation of a printed image. The au-thors also suggested watermarking techniques for pre-dictive coding and run-length coding which are used torepresent fax data. Their methods are based on embed-ding the watermark by having it resemble quantizationnoise. In this paper, a novel method is presented thatembeds the watermark in the dithering threshold dur-ing the halftoning process.3. ENCODINGEncoding of the watermark in the printed image isbased on halftoning the image using the Dithering tech-nique [5, 6]. The watermark is embedded in the printby using a number of di�erent dither cells to create athreshold pattern in the halftoning process. The pat-tern of the dither cells used for dithering is determinedby the watermark code. A schematic diagram of theproposed method is shown in Figure 1. Given a binarysequence as the watermark code, rearrange the code asa binary array. This array is used to select dither cellsfrom a set of prede�ned dither cells. A single dithercell is selected for each entry in the watermark array.The selected dither cells are tiled in correspondence tothe watermark array to form a thresholding pattern.This pattern is repetitively used to threshold the orig-inal image pixel; values and obtain the watermarkedhalftoned image.An example is shown in Figure 2 where an origi-nal 128� 128 monochrome image (Figure 2a) is water-marked with a binary sequence of 64 bits. Figure 2bshows the watermark reordered as an 8�8 array (blackand white pixels denote '0' and '1' respectively). The



(0010001101100100)

0    0    1    0

0    0    1    1

0    1    1    0

0    1    0    0

Watermark

N0 X M0

reorder

Dither Cell Collection

N1 X M1

Selection
rule

Thresholding
Pattern

N0N1 X M0M1

Original 
Image

N X M

Thresholding

Watermarked 
Halftoned 

Image

N X MFig. 1. Schematic diagram of the watermarkingtechnique for printed images.set of available dither cells consists of the two 8 � 8arrays shown in Figure 2c and denoted C0 and C1(threshold values have been normalized to the range0::63 for convenience). A single dither cell is selectedfor each entry in the watermark. The rule for selectionof the dither cell is to select C0 for bit '0' and C1 forbit '1'. The selected dither cells are tiled in correspon-dence to the watermark array to form a thresholdingpattern of size 64� 64, shown in Figure 2d. This pat-tern is tiled in the image plane (2� 2) to produce thethreshold values that are used to halftone the original128 � 128 image. The watermarked halftoned imageis shown in Figure 2e. For comparison, the originalimage halftoned using only dither cell C0 is shown inFigure 2f. 4. DECODINGDecoding of the watermark is performed by scanningthe halftoned image and determining the sequence ofdither cells used to create the halftone pattern. As-
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e. f.Fig. 2. Watermarking a printed image - Examplea) Original 128 � 128 monochrome image. b) Thewatermark is a binary sequence of 64 bits which isreordered as an 8� 8 array. Black pixels represent'0', white pixels represent '1'. c) The set of avail-able dither cells consisting of two 8� 8 arrays. Thethreshold values have been normalized to the range0::63. d) The 64�64 threshold pattern produced bythe watermarking algorithm. e) The watermarkedhalftone image. f) The original image halftoned forcomparison.suming the size of the watermark array (N0�M0) andthe size of each dither cell (N1 �M1) are known, thedecoding reduces to the following problem: Given anappropriate N1�M1 region of the halftoned image, de-cide which of the dither cells in the available set wasused. In the above example, given an 8 � 8 region,decide whether C0 or C1 was used. This decision isnon-trivial since, the underlying grayscale image, usedto create the halftone pattern is unknown. To makethis decision, the halftoning process is again exploited.The halftoning process is based on the HVS charac-teristic of limited spatial resolution [7]. Reproductionof a color using halftoning is obtained by producing apattern of available printer inks such that the local av-erage of the pattern is of similar color. Decoding ofthe watermark is performed based on this rule. Givena region of the halftoned image, decode by calculatingthe region's average color and simulating the halfton-ing of a constant colored region having this average



a. b. c. d.Fig. 3. Decoding a bit of the watermark - Examplea) An 8 � 8 region of the watermarked halftonedimage. The average gray level is 0.734 (in the range0 : : : 1). b) A constant 8 � 8 patch of gray value0.734. c) The halftone pattern obtained by thresh-olding constant patch b) with dither cell C0. d) Thehalftone pattern obtained by thresholding constantpatch b) with dither cell C1.It can be seen that the original halftone is moresimilar to that produced by dither cell C0. Thusthe watermark bit is deduced to be '0'.color. Each of the available dither cells is used in turnin this Halftoning process, resulting in a set of halfton-ing results. The dither cell creating the pattern mostsimilar to the original halftone region, is selected as thedecoding dither cell (and the decoded watermark bit).For example consider the 8�8 region of the halftonedimage of Figure 2e shown in Figure 3a. The averagegray level of the region is 0.734 (in the range 0 : : : 1).An 8�8 image of constant gray level 0.734 (Figure 2b)is halftoned using dither cells C0 and C1 producing thehalftoned images in Figure 3c and 3d respectively. AHebb-metric is used to decide that C0 produces a moresimilar result to the original halftoned region, than C1(34 pixels are inconsistent with C1 while only 4 are in-consistent with C0). Thus the appropriate bit of thewatermark binary sequence is deduced to be '0'.The decoding algorithm applied to the example ofFigure 2 is shown in Figure 4. The watermark wasdecoded with no errors (compare Figure 4b and Fig-ure 2b).
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8Fig. 4. Decoding a watermarka) The watermarked halftoned image. b) The wa-termark is decoded with no errors (compare withFigure 2b).

5. ISSUES TO CONSIDEROn implementing, the watermarking technique for printedimages suggested above, one must decide on the set ofavailable dither cells to be used in the encoding andon the selection rule which chooses cells from this setaccording to the value of the watermark bit. Whenchoosing the set of dither cells, the following issues andcriteria must be considered (see [8] for details):� The dither cells should produce di�erent halftonepatterns for all colors or gray levels.� The dither cells should be visually continuous,i.e. false contours and edges should not appeardue to tiling of di�erent dither cells. For exampleartifacts are visible when a single C0 dither cell isused in an array of C1 cells to halftone a constantcolored region (Figure 5).� The dither cells should have corresponding thresh-old values. Threshold values in the set of dithercells should be similar, i.e. the position of a giventhreshold value in one dither cell should not bedistant from its position in other dithercells.For the example case given above, C0 and C1 werechosen to ful�ll these constraints to the extent possi-ble, as follows: To satisfy the �rst constraint, C0 andC1 were chosen from a class of dither cells known asStochastic dither cells [6]. To satisfy the third con-straint we chose to select C0 and C1 from among aset of cyclically rotated versions of a single Stochasticdither cell. The stochastic pattern of threshold valuesand the cyclic rotatiion produce correlated cells as re-quired by the third constraint. To satisfy the secondconstraint, we tested pairs from the set of cyclicallyrotated dither cells, by halftoning a constant valuedimage with a threshold pattern produced from a mix-ture of the dither cell pair. We chose as C0 and C1, thepair of cells which produced a halftone with minimaldistortion (distortion was evaluated visually).
Fig. 5. Artifacts are visible when a constant col-ored image is halftoned using a threshold patternobtained using a single C0 dither cell in an array ofC1 cells.



In addition to the example shown in Figure 2, theprinted watermarking technique was applied to over2000 images of size 128 � 128. The embeded water-mark was of size 8�8 thus 4 multiple embeddings wereperformed in each image. The watermark was perfectlydecoded in over 99% of the trials.6. CONCLUSIONA watermarking technique was presented which em-beds a binary code in a printed image. The methodproduces a watermark which is inherently part of theprinted image and is thus visually unobtrusive. Thedecoding algorithm is automatic following scanning ofthe image and was developed to be robust to errors. Itis still left to verify that the method is not susceptibleto forgery and that decoding is not possible withoutapriori knowledge which includes, the set of possibledither cells. Variants of the method can be developedto increase security of the watermark: the bits of thewatermark should be ordered with a random numbergenerator and the selected dither cell should be usedin randomly selected positions of the image. The seedfor the generator must then be provided as a key fordecoding the watermark.7. REFERENCES[1] Z. Baharav and D. Shaked, \Watermarking ofdither halftoned images," in Proc. of IS&T/SPIEConf. on Security and Watermarking of MultimediaContent, 1999, vol. 3657, pp. 307{316.[2] K. Matsui and K. Tanaka, \Video steganogra-phy," in IMA Intellectual Property Project, Jan-uary 1994, vol. 1, pp. 187{206.[3] K. Tanaka, Y. Nakamura, and K. Matsui, \Embed-ding secret information into a dithered multi-levelimage," in IEEE Military Communications Confer-ence, 1990, pp. 216{220.[4] J. J. K. O Ruanaidh, W. J. Dowling, and F. M.Boland, \Phase watermarking of images," inIEEE International Conference on Image Process-ing, Lausanne, Switzerland, September 1996, vol. 3,pp. 239{242.[5] Sto�el and Moreland, \A survey of electronic tech-niques for pictorial reprodu ction," IEEE Transac-tions on Communication, vol. COM-29, pp. 1898{1925, 1981.[6] R.A. Ulichney, Digital Halftoning, Mit press, Cam-bridge, Mass, 1987.

[7] B. A. Wandell, Foundations of Vision, Sinaur Press,Sunderland, MA, 1995.[8] H. Z. Hel-Or, \Watermarking printed images,"Manuscript in preparation, 2000.


